Troubleshooting Element TotalProtect 2011

You can use this document to help revole basic issues that may occur during Element
TotalProtect 2011 installation or first use setup.

User end License Agreement

Element Software products are distributed under a proprietary license, and all intellectual property rights
are owned by Element Software UK. This means that Element Software products are NOT open source,
and should NOT be modified, redistributed, reversed engineered or de compiled in any way. If you violate
this stated rule by modifying Element Software products, we reserve the right to request immediate, legal
action. We do not tolerate our IP being used in other products, and all content, images, electronic media
and so forth all belong to Element Software.

You are NOT allowed to re-distribute Element Software products for commercial gain. Element Software
gives you no rights to sell the accompanying for any commercial profit. This is taken into account of bad
reputation for the Element Software Company, and we reserve the right to take legal action for violating
this stated term.We also reserve the right to request immediate legal action if the software products are
redistributed to other sources, this includes; illegal file share Websites, storage e.tc. Only Element
Software has the right to redistribute its files, through either its own e-commerce entity or through an
authorized, partner company.

All Element Software products include a online-update utility, which by default updates the software
product automatically. By agreeing with this license you agree that you will allow your computer to
connect to the Element Software servers to download updates until you turn off this feature.

Paid Element TotalProtect licenses are non-transferable. One license key can be installed on up to three
personal computer systems, in which, after installation on the third computer (different hardware
specification) the license key will be deactivated. However, you can renable your key to transfer use from
one computer to another by contacting Element Software discretely. You are not authorized to install a
license key on a higher number of personal computers than the license states.

Element Software products are SOLD or PROVIDED to you. When you install an Element Software
product to your computer, you do not legally own the product, it is still owned by Element Software,
including its source code, intellectual property, images, graphics, programs, media, content, digital files,
e.t.c. This means that we can update or change the product at any time, and accepting this license
agreement gives us the right to do so.

Element Software products are provided to you without any warranty. This means that in the unlikely
event that the products may damage you computer, Element Software is not solely responsible. By
accepting this agreement it is your sole responsibility to install this product.

Element Software products are Copyright. All products under the Element Software brand are registered
© Element Software. If copyright is violated, we reserve the right to request legal action immediately and
you could be imposed with a fine, or to the maximum penalty that the law in your state\country can
impose.

The Element Software (R) Logo is a registered trademark of Element Software. Copyright (c) 2010
Element Software.

The Element TotalProtect (TM) Logo is a registered trademark of Element Software. Copyright (c) 2010
Element Software.

The Element TotalProtect MASCOT (Bodygaurd, the grey man) is (C) Element Software IP rights.



Element Software products must not be reversed engineered, its concepts re-used in another competing
product, disassembled, or modified and distributed in ANY WAY. We will constitute full legal action if this
happens. We do not tolerate IP theft, and we will not hesitate to seek full legal advice.

The software firewall used in this version of Element TotalProtect is based on an implementation of the
open source port of IPFW, WIPFW, which is most commonly implemented in BSD / UNIX operating
systems. You can download the full source code for the IPFW project at http://wipfw.sourceforge.net. We
do not offer the trade secret algorithms that we implemented as a SEPERATE layer from this source
code, which does NOT originate from the origanal source code of WIPFW. However, we do offer for
download the modified parts of the WIPFW that we modified soley for distrubution of this product at
http://www.elementsoftware.co.uk/dev (Developer Portal)

System Requirements

Before installing Element TotalProtect you should verify that your computer meets the mimium
system requirements for Element TotalProtect to function correctly;

1.2GHz processor or better. Element TotalProtect is optimized to work sucessfully on
lower spec processors such as the Intel Atom, but we still recommend that you have a
modern (2005-era) processor or higher to run Element TotalProtect without issues.

256MB RAM (Memory) for Windows XP installations, 512MB is recommended for Windows
Vista and Windows 7 installations. 1GB is prefered.

A broadband internet connection or higher. Element TotalProtect definition updates and
software packs are downloaded and applied more quickly on higher internet speeds. Internet
connection is required for software activation.

Element TotalProtect requires Microsoft Windows XP with Service Pack 2 or higher. Element
TotalProtect is optimized and designed to work with Windows Vista and Windows 7 operating
systems without issues. Element TotalProtect is not supported on operating systems lower than
Windows XP SP2.

Microsoft.NET Framework 2.0. Element TotalProtect is based on .NET technologies, which
means that if .NET 2.0 is not installed on the system already, Element TotalProtect will
automatically install .NET for you.

Installing Element TotalProtect

Setup of Element TotalProtect is a streamlined process, and can take from a few seconds to a few
minutes to successfully complete on your computer. Follow these steps to install Element
TotalProtect;


http://wipfw.sourceforge.net/
http://www.elementsoftware.co.uk/dev

< Install Element TotalProtect 2011

= Troubleshooting guide
< Purchase license for software

< Go to website

Bxit Element Software . AntiVirus.2011_web_wmbla_5_EN-US

After running the Element TotalProtect setup package that you downloaded to your desktop, or
from the product CD-ROM, you will be presented with several options. Select the Install Element
TotalProtect 2011 option.

NOTE: You will still be able to install the software without a license yet, you can activate your license
for the software at any time.



rj;zj Element TotalProtect = e @

Welcome to the Element TotalProtect Setup ",
Wizard \

The ingtaller will guide vau through the steps required toinstall Element TotalProtect on your
computer.

WARMIMG: This computer pragram is protected by copyright law and international treaties.
IInauthaorized duplication or distribution of this program, or ang partion af i, may result in zevere civil
or criminal penalties, and will be prosecuted to the maximum extent pozzible under the law,

| Cancel | | < Back | | Mext > |

You will be presented with the Element TotalProtect setup wizard. Read all instructions carefully and
use the Next and Back buttons to proceed through the setup wizard.
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BN C\Windows\system32icmd.exe

OFF
The following services are dependent on the Windows Management Instrumentation s

ervice .
Stopping the Windows Management Instrumentation service will also stop these szer

-

vwices.

Security Center

The Security Center service is stopping._

At one point in setup, you will see a black box appear on your desktop. Please do not close this
dialog since it will be performing setup tasks to make sure that Element TotalProtect is successfully
installed onto your computer. The black window will dissapear quickly once setup is complete.



Once setup is complete, you will be presented with a restart dialog box. Before selecting the restart
option, wait for all hard disk activity and tasks to complete, shut down all applications that you may
have running, then select the restart option.

ﬁ'}l Elernent TotalProtect E3

'ou muzt restart pour gustem for the configuration changes made to Element TotalProtect
to take effect. Click ves to restart now or Mo if wou plan b manually restart later,

Once your computer is started up again successfully, Element TotalProtect will now be protecting
your computer.

Common issues that may occur after installation

If after clicking the Element TotalProtect icon on your desktop, you may, in rare cases be
shown the following error message;

e

Element TotalProtect @

. - \ Element TotalProtect Protection Center failed to initilize because the
‘S Element TotalProtect Commen Client is not running. It may have been
~ closed manually, or it terminated unexpectedly. Please restart your
computer,

If this error occurs, simply restart your computer. If restarting your computer does not
resolve the issue, try re-installation again or contact Element Software to resolve the
problem.

Post-installation

After installation of Element TotalProtect, you can be gaurenteed that Element TotalProtect
is protecting your PC against all the latest internet based threats such as viruses, spyware
and rootkits. However from time to time it is a good idea to check on the status of your PC
and run manual system scans.

To do this, simply click on the Element TotalProtect icon on your desktop, clicking the
Element TotalProtect icon on the taskbar or on the Windows Start menu.
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Tasks and Settings Help Support

Your system is protected against threats, and all settings are set to recommended levels.

Computer security

Automatic

Protection against malware is set

to automatic and your PC is
secured, Software updates are
applied automatically.

=>35tart scan now
> = View details

Backups

On

System backups are on, and your
personal data is secured.

=»Start backup using wizard
= > View details

PC Tuneup

Automatic

Your computer is automatically
tuned for optimal perfformance

=»Start 1-click tuneup
= > View details

Identity Protection

Your sensitive informaticn is
being protected and you
are protected against scams

= 5Securely erase tracks
> = View details

Quick tasks

Quick tasks

Quick tasks

Quick tasks

f System insight Reduced functionality mode, activate now
Use the Element TotalProtect Protection Center to see the full status of your computer.
Always insure that you check your computer security is set to automatic, backups are On,
your PC is automatically tuned for best performance and that Indentity Protection is ON to
protect yourself against scams.



We recommend that you perform a full system scan at least once a week, and a quick scan
daily. Element TotalProtect automatically runs a quick scan as soon as your computer starts
up. This does not affect computer performance.

The Protection center is the one stop shop in protecting your PC, and is designed to be
simple and effective as possible.

Activating your license

Activating your software is a very quick and simple process which involves
-Entering your license key into the software

-Clicking the activate button

-Confirming Activation was successful

To activate your software

Open the Element TotalProtect protection center

The Reduced functionality mode window will appear.

%" Element TotalProtect E\ = @

Activate software

Thank you for choosing Element TotalProtect- the fastest,
most comprehensive, best all in one security package on the planet.

VWe see that you have not activated your copy yet, and the product may run in reduced functionality mode.

Do you wish to activate your copy now?

[ Activate now l | Continue in reduced mode

Select the Activate Now option on the screen.

If you are running Windows Vista or Windows 7, you will be presented with another screen
(This does not apply to XP users)
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'@ User &ccount Control @

@1 Do you want to allow the following program to make

changes to this computer?

L #: Program name:  Element TotalProtect
D Verified puklisher: Element Software
File crigin: Hard drive on this computer

\E’ Show details Aes ] [ No

Change when these notifications appear

Select the Yes button to start the Activation Wizard.

The following screen will now appear;

Ly Elerent TotalProtect El =] @

! El E |E‘ men t Software Activation

Fleaze enter vour full name and product key exacthy as it appears on your CO case or license key e-mail.

Mame :

1

Comparry (f army) :

Product Key:

Enter your name, company (if any) and your product key as it appears in your license
purchase e-mail. Make sure you ommit the hashes, they will be filled in automatically for
you. If your license key is correct, the OK button will be enabled. Select the OK button to

continue.



% ' Element TotalProtect E [=] @

Activation

Activation is a simple, easy process which verifies your copy of
Element TotalProtect and pairs your key with your computer.

Waiting to confirm key...

Wait for your key to be confirmed by Element Software. Once your key is confirmed, the
next step will appear.

Once you key has been confirmed:



% ' Element TotalProtect E [=] @

Activation

Activation is a simple, easy process which verifies your copy of
Element TotalProtect and pairs your key with your computer.

We are now ready to validate your key via the internet.

Click Next to begin.

M | [ Cancel

Click the Next button to activate your key.
Your key will now be activated, and your software is ready to use.

Problem that may occur in activation

If you see a type 1 error message occur in activation, this means that you are not connected
to the internet or do not have the permission to make changes on your computer. Make
sure you are connected to the internet and are running as an administrator.

A more serious issue (type 2) error:

P o

[

Activation failed with error code 2, (ElementSoftware Keystone Activate.dll} Please
send a report to Element Software.




If this message occurs, you MUST follow the steps as listed below. (according to the
problem)

Make sure the key is installed on only 3 computers. If the software key was installed
on more than 3 computers than the license states, (by accident) please contact
Element Software and we will transfer your license key to your new computer. If you
only have this key installed on one computer, please proceed to step 2.

Your product key may not be genuine. This is unlikely, however you can contact
Element Software to discuss licensing issues.

Close down all other applications, then try the activation again.
Make sure that you are running as an administrator, then try activation again.

On a rare occasion, some Windows Vista or Windows 7 computers, an issue with
the operating system may prevent successfull activation of Element TotalProtect
on your computer. To resolve this issue, follow the steps exactly as shown below.

Click the Start button

Click All Programs

Click Accessories

Right Click on Command Prompt and select Run program as administrator

The following window will now appear;

B Administrator; Command Prompt || ==l @

Microsoft Windows [Uersion 6.1.76081
Copyright <{c>» 28809 Microsoft Corporation. HAll rights reserved.

C=“UWindows“system32>




In this window, type or copy inthis window;
cd C:\Program Files\Element Software\Element TotalProtect
uiStub.exe -authlevel2

The Activation prompt will now appear again. Follow the steps exactly as before, this
time the activation should complete successfully. If activation does not complete
successfully, please contact Element Software and we will resolve the issue for you.

More technical issues that may occur and how to resolve them

Resolving the firewall has been corrupted issue

&9 Firewall protection service is turned off or has been corrupted
There is a severe risk to your computer as the Firewall protection service has either been
turned off or dizabled manually cr it has been damaged. Please restart your computer
or repair Element TotalProtect.

This issue may appear if you did not run Element TotalProtect setup in an administrator
account or if you have conflicting antivirus software installed.

Uninstall other antivirus software products or firewall products such as Norton or
ZoneAlarm.

Re-install Element TotalProtect under an administrator account.
Try restarting your computer again.

Download the tool from our website :
http://elementsoftware.co.uk/totalprotect/firewallfixer.exe and run it. It will
automatically fix firewall related issues.

Producing a feature diagnostic report

At any time, you can produce a feature diagnostic report which you can send to Element
Software if you have a virus, malware or rootkit that Element TotalProtect is unable to
remove for some reason.

To produce a diagnostic report, follow these steps;
Open the Element TotalProtect protection center.
Click on more details on computer security section.

Click Diagnose.


http://elementsoftware.co.uk/totalprotect/firewallfixer.exe

A message will appear similar to the one shown below.

-

Element TotalProtect Diagnestic information @

'0' Use this information when getting support from Element Seftware or
' diagnostic feature information,

Iz realtirme protection enabled : True

Is automatic update enabled : True

Is auternatic malware scan enabled @ True

I 1D protection enabled @ True

Iz autormatic backup enabled : True

Iz automatic tuneup enabled : True

Send a screenshot of this box accompied with the name of the virus Element
TotalProtect is unable to remove, and we will send you a removal tool for this virus.

This document provided technical issues solutions. To get general information on how to
use Element TotalProtect, use the product Help center, or visit
www.elementsoftware.co.uk/totalprotect for more information.



www.elementsoftware.co.uk/totalprotect

